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1
PREDICTIVE UPLOAD OF SNAPSHOT DATA

BACKGROUND

Many companies and other organizations operate networks
that connect computing resources to support their operations,
such as with the computing systems being co-located (e.g., as
part of a local network) or instead located in multiple distinct
geographical locations (e.g., connected via one or more pri-
vate or public intermediate networks). For example, data
centers housing significant numbers of interconnected com-
puting systems have become commonplace, such as private
data centers that are operated by and on behalf of a single
organization and public data centers that are operated by
entities such as businesses to provide computing resources to
customers.

Some public data center operators provide network access,
power and secure installation facilities for hardware owned
by various customers, while other public data center opera-
tors provide “full service” facilities that also include hard-
ware resources made available for use by their customers.
However, as the scale and scope of public and private data
centers have increased, the tasks of provisioning, administer-
ing, and managing the physical computing resources have
become increasingly complicated.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments in accordance with the present dis-
closure will be described with reference to the drawings, in
which:

FIG. 1 shows an illustrative example of an environment in
which a predictive snapshot may be implemented in accor-
dance with at least one embodiment;

FIG. 2 shows an illustrative example of an alternate envi-
ronment in which a predictive snapshot may be implemented
in accordance with at least one embodiment;

FIG. 3 shows an illustrative diagram of systems involved in
a predictive snapshot in accordance with at least one embodi-
ment;

FIG. 4 shows an illustrative diagram of systems involved in
a predictive restore in accordance with at least one embodi-
ment;

FIG. 5 shows an illustrative example of an environment in
which a predictive snapshot is used with a block storage
system and an object storage system in accordance with at
least one embodiment;

FIG. 6 shows an illustrative example of an environment in
which a predictive snapshot is used with a block storage
system to mutate an object within an object storage system in
accordance with at least one embodiment;

FIG. 7 shows an illustrative example of a process that may
beused to perform a predictive snapshot in accordance with at
least one embodiment;

FIG. 8 shows an illustrative example of a process that may
be used to perform a predictive snapshot upload based at least
in part on a time to upload changes in accordance with at least
one embodiment;

FIG. 9 shows an illustrative example of a process that may
be used to perform a predictive snapshot based at least in part
on predicted collisions in accordance with at least one
embodiment;

FIG. 10 shows an illustrative example of a process that may
be used to perform a predictive snapshot by prioritizing
uploads in accordance with at least one embodiment; and
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FIG. 11 illustrates an environment in which various
embodiments can be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be
practiced without the specific details. Furthermore, well-
known features may be omitted or simplified in order not to
obscure the embodiment being described.

Techniques described and suggested herein include taking
a snapshot of a volume by proactive uploading of scheduled
snapshot data before the scheduled snapshot time has arrived.
For example, a customer may set up a volume snapshot sched-
ule of once a day to an off-site service provider using a
speed-limited Internet connection. Using a determined
upload speed of the Internet connection and a list of changes
to the volume since a prior snapshot, a snapshot system may
determine an appropriate time to start uploading volume data
so that the snapshot may be completed at or after the sched-
uled snapshot time. By using the list of changes and available
bandwidth of the Internet connection, the snapshot may be
completed earlier than had it been started at the time of the
snapshot and the available bandwidth of the Internet connec-
tion may be more efficiently used.

In one embodiment, a storage appliance is placed at a
customer premises. The storage appliance appears as a block
storage volume to computing resources at the customer pre-
mises. The storage appliance responds to read and write
requests from the client computing resources, with the read
request receiving a response including the stored data and
write requests storing an associated write request data. For
write requests, changes to the data of the volume are stored in
another data store, which may be termed the working storage.
The working storage stores the changes as entries in a queue,
with the queue containing at least the entries since a previous
snapshot was performed. The storage appliance also inter-
faces with a service provider over an external network for
storage of a snapshot. Using an amount of changed data
reflected in the entries since the last snapshot, the amount of
upload throughput available to the storage appliance may be
used to determine an upload time of how long the changes
will take to upload to the service provider. If the amount of
upload time is equal to or more than the remaining time to the
scheduled snapshot with a delay factor or a buffer factor or no
factor, the storage appliance begins uploading the change data
described in the entries in the working storage. Changes to
already uploaded data may be re-uploaded. Once the sched-
uled snapshot time occurs, the working storage may mark the
last entry of the snapshot. Remaining entries before and
including the last entry of the snapshot may be uploaded to the
service provider to finish the snapshot. For example, a storage
appliance determines the time (TS) until a next snapshot, a
throughput (B) to a service provider, an amount (D) of
changed data to upload and two factors (K) and (L) represent-
ing delay (“postpone”) or advance (“prepone”) of timing. If
TS<K*D/B+L, the upload of changed data may be started. In
the equation shown, a K<1 represents a postponing of timing
and a K>1 represents a preponing of timing. [ may also be
positive or negative to adjust the postponing or preponing of
timing.

In some embodiments, a storage gateway may monitor
changes to a data store external to the storage gateway. The
data store may field the requests for read and write requests,
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while the storage gateway monitors the data store and/or the
requests. Depending on the embodiment, a write request may
be forwarded in part or in whole to the storage gateway, or the
storage gateway may review the data store for changes. The
storage gateway may track the changes to the data store. Upon
determining the tracked changes should be uploaded to a
service provider as part of a snapshot, the storage gateway
may perform read requests on the tracked data and upload the
tracked data to the service provider.

In some embodiments, further optimizations may be per-
formed. In one embodiment, data collisions in the working
storage may be removed from a snapshot so that only the
latest change represented by an entry is uploaded to the ser-
vice provider. In another embodiment, the upload may be
delayed such that data collisions are given more time to be
resolved before upload to improve the efficiency of the use of
the upload bandwidth. In yet another embodiment, only por-
tions of a block or object may be uploaded and the service
provider may update stored information with the portion.

In some embodiments, the storage appliance and the ser-
vice provider may use differing storage technologies. Con-
version may be needed for the storage technologies. The
conversion may occur at the client side before upload or the
service provider side after upload. For example, a storage
appliance uses block storage and a service provider uses
object storage. In this example, optimum storage of the object
store is 4 megabyte objects, while the data store uses 4 kilo-
byte blocks. If a service provider does not have a method to
update objects, any change within a 4 megabyte object may
necessitate a re-upload of the 4 megabyte object. However, if
the storage service is able to update or mutate objects, only the
changes to the object may be uploaded. For example, a ser-
vice provider, using object storage with immutable objects,
uses a storage helper that receives the update from the storage
appliance. A new object is created by using an old object
referenced in the update and merging the changes into the new
object. A reference to the old object (as part of a snapshot)
may be updated to reflect the new object.

It should be noted that a snapshot or a backup is used in
some embodiments for the purpose of example clarity. How-
ever, it should be recognized that a process or system can be
used for either a backup and/or a snapshot. In many embodi-
ments in which a snapshot is discussed, a backup may also be
applicable. Similarly, in many embodiments in which a
backup is discussed, a snapshot may also be applicable.

Turning now to FIG. 1, an illustrative example of an envi-
ronment 100 is shown, in which a predictive snapshot may be
implemented in accordance with at least one embodiment. A
client data center 102 is connected to a storage service 104
through an external network 106, such as the Internet or
private network capacity. The client data center 102 may back
up data, such as a data store snapshot, to the storage service
104 over the external network 106. The external network 106
may include limitations, such as available bandwidth or
throughput.

The client data center 102 may contain multiple client
computing systems 108 that store information through a stor-
age gateway 110. The storage gateway 110 may be configured
to appear as a block storage device to the client computing
systems 108 such that the client computing systems 108 may
read and write data to the storage gateway 110. The storage
gateway 110 may store the data in a data store 112. For each
write to the data store, an entry documenting the change may
be stored in a second data store that may be called working
storage 114. In some embodiments, the working storage is a
queue that receives and/or organizes changes in order.
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A snapshot may be represented in the queue as a difference
between a prior snapshot and a set of entries in the working
storage. For example, a prior snapshot was taken at entry
number 5 in the working storage. A new snapshot is requested
when the latest entry in the working storage was at entry
number 20. Thus, the new snapshot should contain the prior
snapshot updated with the information in entries 6 through
20. If the snapshot is remotely located, such as in a service
provider 104 over an external network 106, only the changes
in entries 6 through 20 need be transferred to the service
provider 104 to save on expended external network 106
usage. The working storage 114 may continue to accept
entries, such as entries 21 through 40, as the new snapshot is
known to end at entry 20.

The storage gateway 110 may communicate with a storage
service 104 through an interface 115 to the storage service
104, such as an application programming interface (API). The
received data may be placed directly into storage 116 and
associated with a snapshot or further processed through a
storage helper 118 configured to further process incoming
data. In some embodiments a storage helper 118 performs a
task of linking stored data with a specific snapshot. In other
embodiments, a storage helper 118 converts block data infor-
mation into object data information. In yet other embodi-
ments, a storage helper 118 creates a new object to store by
updating a prior object from storage 116 with data received
from storage gateway 110, reducing the amount of informa-
tion transferred over the external network 106. In some
embodiments, multiple storage helpers 118 are used. The
storage helpers 118 may be modules, code, processes, hard-
ware, software, plugins or other computing tools used
together with, excuting on or separately from the storage
service 104.

The storage gateway 110 may use the working storage
information to gain an advantage in time on a future sched-
uled backup. The storage gateway 110 may determine a
throughput of the external network 106 of data that may be
transferred to the storage service 104. This determination
may be performed by historical analysis, estimated load, test
measurements, expected throughput or other estimation or
determination of speed. The storage gateway 110 may then
determine the amount of changes that must be uploaded to the
storage service 104 by examining the entries in the working
storage 114. The time remaining before the scheduled backup
may also be determined. Using the throughput and amount of
changes, a determination on the amount of time required for
the transfer may be determined. If the amount of time for the
transfer is equal to or less than the time remaining before the
scheduled backup, the backup may be started. In some
embodiments, the time remaining or time for the transfer may
be further altered with a factor to postpone or prepone the start
of' upload to data in the working storage 114. Any uploaded
data that is further changed may be replaced by a second
upload of the changed data. Upon a scheduled time for the
scheduled backup, the last working storage 114 entry may be
noted. Further changes may be stored in the working storage
114 for further scheduled backups. However, the uploading of
the remaining entries in the working storage 114 up to the last
working storage 114 entry may be uploaded to make the
backup complete.

Turning now to FIG. 2, an illustrative example is shown of
an alternate environment 200 in which a predictive snapshot
may be implemented in accordance with at least one embodi-
ment. In the example shown, a client data center 204 is con-
nected to a service provider 214 providing a storage service
via the Internet 213. The client data center 204 may include
multiple client computing resources, such as servers 202,
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connected through internal networking 206 to a gateway 210
to the Internet 213, a storage gateway 212 and a data store
208. The servers 202 may read and write information to the
data store 208. The storage gateway 212 may receive change
information about the writes to the data store 208, such as by
receiving copies of the writes or by monitoring the data store
208. The storage gateway 212 may store the tracking infor-
mation in entries in working storage 215 to identify changed
data of the data store 208. Using the working storage, the
storage gateway may determine an efficient time to start
upload of the data from the data store 208 identified in the
entries in working storage 215 since a last snapshot. The
efficient time may include historical data, upload speed, his-
torical loads, amount of data to upload and time remaining
until a next scheduled snapshot and probabilities of data
collisions in the time remaining. The data may be uploaded
over a secure channel to the service provider 214. The service
provider 214 may store the data as related to a snapshot in
object storage 216 or further process the data through a stor-
age helper 218 to store in object storage 216. In the example
shown in FIG. 2, the data will need to be converted from block
storage to object storage, as the data store 208 and object
storage 216 are of different storage types. At the time of the
scheduled snapshot, a last entry may be marked such that an
end of the changes to upload for a snapshot is known. The
storage gateway 212 may then complete the snapshot by
finishing the upload of any entries not yet uploaded to the
service provider 214.

Turning now to FIG. 3, an illustrative diagram of systems
involved in a predictive snapshot in accordance with at least
one embodiment is shown. The predictive snapshot may be
seen as three phases, a change management phase 300, an
optimization phase 301 and a transmission phase 302. The
optimization phase 301 and transmission phase 302 may also
operate during two stages of uploading data to a service
provider 318: an upload of predictive pre-snapshot data and
anupload of post-snapshot data. These phases, however, may
operate at the same time and in any order. In the change
management phase 300, changes are stored in working stor-
age 312 as the changes are made to a local data store 308. A
client computing resource 303, such as a server process, sends
a change 304, such as a write request, to a storage gateway
306. The storage gateway 306 causes the change 304 to be
written to the local data store 308 and the working storage 312
as a change entry 310. In some embodiments, the change
entry 310 includes the changed data. In other embodiments,
the change entry 310 is a reference to the local data store 308.

The local data store may prevent the overwriting of infor-
mation that is in a closed snapshot but that is not yet uploaded
to the service provider 318. An open snapshot may be repre-
sented by entries in a working storage 312 that form part of a
future snapshot. A closed snapshot may be represented by
entries in a working storage 312 that form part of a past
snapshot and occur before or at a last entry of the snapshot.
The snapshot may close at or near the time of the scheduled
snapshot. Closing the snapshot may be based at least in part
onthe time of the scheduled backup, which may mean that the
time is selected from a set of times that is limited by the
scheduled time (e.g. it has to be within 2 hours of the sched-
uled time). In one embodiment, changes that would affect an
entry in the working storage 312 that forms part of a closed
snapshot may be stored in a journal that is applied after the
uploading of the snapshot is complete. For example, a write
request is received from a client server to the storage gateway
306. The storage gateway 306 may review the working stor-
age 312 to see if the location of the write is protected by an
entry that is part of a closed snapshot. If not, the write may
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occur. If the write is protected by an entry, the entry may be
stored on a journal to be applied after the snapshot upload is
complete. In another embodiment, changes to the local data
store 308 are directly stored in the working storage, such that
any changes to the local data store 308 may be immediately
applied. In yet another embodiment, a link between working
storage entry and a set of local storage blocks is created where
the local storage blocks are marked dirty along with latest
working storage entry that corresponds to the local storage
block. When a working storage entry is processed and
uploaded, the corresponding local storage blocks that don’t
have any other later updates will be marked ‘clean.” In some
cases, the local store may not have all the data such as when
the local store is operating in a caching mode.

The uploading of data to the service provider 318 can be
separated into two stages of uploading. The first stage is a
predictive pre-snapshot upload in which data predicted to be
in a future snapshot is proactively uploaded before the snap-
shot is taken. The second stage is an upload of data that forms
part of snapshot request in the past. The two phases are
separated by the scheduled snapshot request. Predicting
which data will form part of a future snapshot is useful during
the first stage. The prediction process may be optimized by
determining a probability that an entry 310 will be overwrit-
ten in the remaining time before the snapshot is taken. In some
embodiments, the entries 310 are prioritized for upload based
on the smallest probability first (or the greatest probability of
not being overwritten). In other embodiments, entries 310
that fail to meet or exceed a probability threshold are skipped
and entries 310 that meet or exceed a probability threshold are
included in the upload before the snapshot is taken. On the
other hand, in the second stage of upload, all data forming the
snapshot (such as those identified by the write log) must be
uploaded to the service provider 318 in order to consider the
snapshot complete.

As part of the two stages of uploading, the uploading may
be accomplished by an optimization phase 301 and a trans-
mission phase 302. In the optimization phase 301, a determi-
nation is made of which data to transmit to the service pro-
vider 318 at what point in time. In the embodiment shown, a
storage gateway 306 determines a time 315 to begin upload-
ing data. This time 315 may be based on factors that include
network speed, time remaining until a scheduled snapshot
and an amount of data to transmit over the network. The
working storage 312 may be examined for data collisions. A
data collision is an overwrite of a prior write to a data store.
Colliding entries 316 may be removed from the working
storage 312 and the last entry 310 may be selected, as long as
the colliding entry is completely overwritten.

In the transmission phase 302, snapshot data is transmitted
to the service provider 318 according to the determinations
made in the optimization phase. The storage gateway 306
uploads information from the working storage 314 according
to optimizations from the optimization phase 301. Here, col-
liding entries 316 are skipped because of the optimzation
performed in the optimization phase 301. Entries other than
the colliding entries 316 are retrieved from the local data store
308 and sent by the storage gateway 306 to the service pro-
vider 318 over a communication channel. Communications
channels may include secure or insecure HTTP, HTTPS, FTP,
TCP, IP, ethernet, token ring, RS232 or other communications
technology hardware and/or software.

Turning now to FIG. 4, an illustrative diagram of systems
involved in a predictive restore in accordance with at least one
embodiment is shown. In one embodiment, the predictive
restore may be used to synchronize a remote volume to a
snapshot that is not yet complete. The predictive restore may
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cause data from a predictive snapshot to be proactively sent to
a remote volume before a snapshot is taken such that the
predictive restore may complete faster than if the restore
happened after the snapshot was taken. The predictive restore
may be seen as three phases, a change management phase
400, an optimization phase 402 and a transmission phase 404.
These phases, however, may operate at the same time and in
any order. In the change management phase 400, changes are
stored in working storage 412 as the changes are made to a
local data store 308. A client computing resource 303, such as
a server process, sends a change 304, such as a write request,
to a storage gateway 306 to cause the change 304 to be written
to the local data store 308 and the working storage 412 as a
change entry 410.

In the optimization phase 402, a determination is made of
which data to send to the service provider 318 and restore
volume 406 at what point in time. The information will not
only be uploaded to the service provider 318, but also the
restore volume 406. In the embodiment shown, a storage
gateway 306 determines a time 415 to begin uploading data to
the service provider 318 and the restore volume 406. This
time 415 may be based on factors that include network speed,
time remaining until a scheduled restore and an amount of
data to transmit over the network. The working storage 412
may be examined for data collisions. A data collision is an
overwrite of a prior write to a data store. Colliding entries 416
may be removed from the working storage 412 to form non-
colliding working storage 414 and the earliest change entry
410 selected, as long as the colliding entry is completely
overwritten.

In the transmission phase 404, snapshot data is uploaded to
the service provider 318 and restore volume 406 according to
the determinations made in the optimization phase. Prior
snapshot information from the data store 308 may be copied
to the restore volume 406. The storage gateway 306 uploads
information from the working storage 414 according to opti-
mizations from the optimization phase 402. Here, colliding
entries 416 are skipped because of the optimization per-
formed in the optimization phase 402. Entries other than the
colliding entries 416 are retrieved from the local data store
308 and uploaded by the storage gateway 306 from the ser-
vice provider 318 over a communication channel. Commu-
nications channels may include secure or insecure HTTP,
HTTPS, FTP, TCP, IP, ethernet, token ring, RS232 or other
communications technology hardware and/or software. The
storage gateway 404 receives the data and applies the data to
the restore volume 406.

In another embodiment, this mechanism of predictive
restore is part of asynchronous replication between two
remote volumes. A second volume is updated via ‘commit
points’ or ‘snapshot points’ from a first volume. The second
volume is updated on a continuous basis such that each snap-
shot point from the first volume is restored onto the second
volume in less time than if the entire snapshot were trans-
ferred between the volumes after the snapshot was taken. In
some cases, a snapshot may complete transfer approximately
at the same time snapshot is taken.

Turning now to FIG. 5, FIG. 5 shows an illustrative
example of an environment 500 in which a predictive snap-
shot is used with a block storage system and an object storage
system in accordance with at least one embodiment. A storage
system 501 tracks changes to block storage 506 using a work-
ing storage 502. The working storage 502 and block storage
504 may be built upon a storage system 503, such as a hard
drive, solid state storage, virtual storage system, database or
other storage technologies. The working storage 502 includes
entries 504 identifying changes to the block storage 506 in the
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order the changes were accomplished. A snapshot 510 is
represented by a grouping of changes to the block storage
since a prior snapshot.

The storage system 501 may compile information to send
as part of a snapshot to a service provider 516. In the embodi-
ment shown, the service provider 516 uses object-based stor-
age 518, but does not have a storage helper 520 based for
conversion from block storage 506. The storage system 501
retrieves an entry 504 from the working storage 502 and
retrieves necessay information from the block storage 506 to
compile an object 512 for storage with the service provider
516. The object 512 is sent over an external network 514 to the
service provider 516 for storage. For example, in the embodi-
ment shown, the entry 504 identifies a change at block loca-
tion 4 for a length of 2 blocks. As an object is four blocks and
always starts at a boundary of four, the object is created by
retrieving blocks 1-3 and the modified 4 block 508. The object
512 is then sent to the service provider 516.

Turning now to FIG. 6, FIG. 6 shows an illustrative
example of an environment 600 in which a predictive snap-
shot is used with a block storage system to mutate an object
within an object storage system in accordance with at least
one embodiment. As seen in FIG. 5, the working storage 502
tracks changes of the block storage 506 in order to create a
snapshot 510. However, if the service provider 516 has a
mutate helper 602, only block 4 (508) is retrieved and sent
over the external network 514. The mutate helper 602
requests an old object 606 containing the old block 4 from the
object storage 604. The mutate helper 602 then creates an
object 608 to hold the old object blocks 1-3 and the current
block 4 (508). The object 608 is then stored in object storage
604 as associated with the new snapshot. This mutate help
602 allows for a reduction in the amount of redundant data
transferred over the external network 514.

In another embodiment, a smaller object may be created
with metadata instructing that changes in the smaller object
be applied to a prior larger object. For example, a change to a
prior object is stored as a new object with a corresponding
change in metadata to reflect that the new object is now
included in the volume as applied to the prior object. This
allows a system to create a strongly consistent data store from
eventually consistent data stores such as object data stores.

Turning now to FIG. 7, an illustrative example of a process
700 that may be used to perform a predictive snapshot in
accordance with at least one embodiment is shown. The pro-
cess may be performed by a system such as seen in FIG. 1,
including a storage service 104, a storage gateway 110, data
store 112 and working storage 114. The storage gateway 110
may track 702 changes to a data store 112 since a last snapshot
and determine 704 available throughput to a storage service
104. Using the available throughput and a scheduled snapshot
time, the storage service 104 may cause 706 an upload of the
changes to the data store 112 to begin before a scheduled
snapshot. After the time of the scheduled snapshot, remaining
changes to the data store 112 may be uploaded 708 to com-
plete the snapshot. By leveraging the prior snapshot and
changes since the snapshot to the data store 112, the band-
width and time used to upload the changed data to the storage
service 104 may be reduced as compared to upload of a full
snapshot.

Some or all of the process 700 (or any other processes
described herein, or variations and/or combinations thereof)
may be performed under the control of one or more computer
systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or
more computer programs oOr one or more applications)
executing collectively on one or more processors, by hard-
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ware or combinations thereof. The code may be stored on a
computer-readable storage medium, for example, in the form
of'a computer program comprising a plurality of instructions
executable by one or more processors. The computer-read-
able storage medium may be non-transitory.

Turning now to FIG. 8, an illustrative example is shown of
a process 800 that may be used to perform a predictive snap-
shot upload based at least in part on a time to upload changes
in accordance with at least one embodiment. The process may
be performed by a system such as seen in FIG. 1, including a
storage service 104, a storage gateway 110, data store 112 and
working storage 114. The storage gateway 110 may track 802
changes to a data store 112 since a last snapshot and deter-
mine 804 available throughput to a storage service 104. The
storage gateway 110 may also determine 806 a time remain-
ing until a next snapshot. Using the working storage 114, the
storage gateway 110 may determine an amount of changes
needed to be uploaded 808 to the storage service 104. Using
the determined throughput, remaining time and amount of
changes, the storage gateway 110 may begin 810 the upload
of changes to the data store when the time required for the
upload equals or is greater than the time to the next snapshot
plus or minus a delay. This allows the storage gateway 110 to
“get ahead start” on the uploading of changes to the data store
that make up the snapshot so that the snapshot may be marked
as completed more quickly. This proactive uploading also
allows the storage gateway 110 to make use of potentially
expensive upload bandwidth that would be potentially wasted
if notused. The upload bandwidth of'the storage gateway 110
to the storage service 104 is potentially more expensive
because longer distance communications are often slower
and more expensive than short distance, local communica-
tions. When the time for the snapshot arrives, the last change
or entry in the working storage 114 may be marked 812. The
changes may be uploaded 814 to the storage service 104 until
the snapshot is complete. Once the marked entry is uploaded
along with the other changes between the prior snapshot last
entry and the marked entry, the snapshot is complete.

Turning now to FIG. 9, an illustrative example is shown of
a process 900 that may be used to perform a predictive snap-
shot based at least in part on predicted collisions in accor-
dance with at least one embodiment. The process may be
performed by a system such as seen in FIG. 1, including a
storage service 104, a storage gateway 110, data store 112 and
working storage 114. The storage gateway 110 may track 902
changes to a data store 112 since a last snapshot. Using
information such as the available throughput and a scheduled
snapshot time, the storage service 104 may cause 904 an
upload of the changes to the data store 112 to begin before a
scheduled snapshot. Optimizations may be made such as
removing collisions from the queue 906 in the working stor-
age 114. The storage gateway 110 may determine 908 a
probability that each entry will be overwritten before the
snapshot is closed. Using these probabilities, such as com-
puted by a “heat map” technique, the data associated with the
least probability of change may be selected to be uploaded
first 910 to avoid a re-upload of data that is overwritten. If
possible, the amount of data sent to the storage service 104
over the external network is minimized by determining 912 to
send only the changed data as a mutation to data existing in
the storage service 104; otherwise a collection may be deter-
mined to be sent. The selected data is then sent 914 to the
storage service 104. If the scheduled snapshot time has not yet
arrived 916, the process may be repeated starting at 906 using
the steps to update information as necessary (such as step 908
if a collision has occurred). Once the snapshot time passes
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916, the remaining data for the snapshot may be uploaded 918
according to the working storage 114.

Turning now to FIG. 10, an illustrative example is shown of
a process 1000 that may be used to perform a predictive
snapshot by prioritizing uploads in accordance with at least
one embodiment. The process may be accomplished by a
system such as seen in FIG. 1, including a storage service 104,
a storage gateway 110, data store 112 and working storage
114. The storage gateway 110 may still track changes to a data
store 112 since a last snapshot. The storage gateway 110 may
determine 1002 a time remaining until a next snapshot
(“TS”). The storage gateway 110 may determine 1004 avail-
able throughput to a storage service 104 (“B”). Using the
working storage 114, the storage gateway 110 may determine
1006 an amount of changes needed to be uploaded to the
storage service 104 (“D”). Using 1008 a delay coefficient
(“K”) and a delay factor (“L”), the determined throughput B,
remaining time TS and amount of changes D, the storage
gateway 110 may begin 1010 the upload of changes to the
data store when TS<K*D/B+L (or the time required for the
upload adjusted by the delay coefficient and delay factor is
greater than the time to the next snapshot). If the upload ofthe
scheduled snapshot has started, but the snapshot is 1012 still
open (the time for the scheduled snapshot has not yet arrived),
a next change identified in the working storage 114 may
selected for upload 1014. The next change may be examined
to determine 1016 the probability that the change will be
overwritten in the remaining time to the next snapshot (P).
Using 1018 the maximum acceptable probability threshold
for upload (PT), the storage gateway 110 determines 1020 if
P<PT. If so, the data is uploaded 1022. If not, the data is
skipped and the working storage 114 is checked to see if the
snapshot is still open 1012. If the snapshot is 1012 still open
1012, the process 0of 1014-1022 may be repeated. If the snap-
shot is 1012 closed, the remaining data for the snapshot is
uploaded to the storage service 1024.

FIG. 11 illustrates aspects of an example environment 1100
for implementing aspects in accordance with various embodi-
ments. As will be appreciated, although a Web-based envi-
ronment is used for purposes of explanation, different envi-
ronments may be used, as appropriate, to implement various
embodiments. The environment includes an electronic client
device 1102, which can include any appropriate device oper-
able to send and receive requests, messages or information
over an appropriate network 1104 and convey information
back to a user of the device. Examples of such client devices
include personal computers, cell phones, handheld messag-
ing devices, laptop computers, set-top boxes, personal data
assistants, electronic book readers and the like. The network
can include any appropriate network, including an intranet,
the Internet, a cellular network, a local area network or any
other such network or combination thereof. Components
used for such a system can depend at least in part upon the
type of network and/or environment selected. Protocols and
components for communicating via such a network are well
known and will not be discussed herein in detail. Communi-
cation over the network can be enabled by wired or wireless
connections and combinations thereof. In this example, the
network includes the Internet, as the environment includes a
Web server 1106 for receiving requests and serving content in
response thereto, although for other networks an alternative
device serving a similar purpose could be used as would be
apparent to one of ordinary skill in the art.

The illustrative environment includes at least one applica-
tion server 1108 and a data store 1110. It should be under-
stood that there can be several application servers, layers, or
other elements, processes or components, which may be
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chained or otherwise configured, which can interact to per-
form tasks such as obtaining data from an appropriate data
store. As used herein the term “data store” refers to any device
or combination of devices capable of storing, accessing and
retrieving data, which may include any combination and
number of data servers, databases, data storage devices and
data storage media, in any standard, distributed or clustered
environment. The application server can include any appro-
priate hardware and software for integrating with the data
store as needed to execute aspects of one or more applications
for the client device, handling a majority of the data access
and business logic for an application. The application server
provides access control services in cooperation with the data
store, and is able to generate content such as text, graphics,
audio and/or video to be transferred to the user, which may be
served to the user by the Web server in the form of HTML,
XML or another appropriate structured language in this
example. The handling of all requests and responses, as well
as the delivery of content between the client device 1102 and
the application server 1108, can be handled by the Web server.
It should be understood that the Web and application servers
are not required and are merely example components, as
structured code discussed herein can be executed on any
appropriate device or host machine as discussed elsewhere
herein.

The data store 1110 can include several separate data
tables, databases or other data storage mechanisms and media
for storing data relating to a particular aspect. For example,
the data store illustrated includes mechanisms for storing
production data 1112 and user information 1116, which can
beused to serve content for the production side. The data store
also is shown to include a mechanism for storing log data
1114, which can be used for reporting, analysis or other such
purposes. It should be understood that there can be many
other aspects that may need to be stored in the data store, such
as for page image information and to access right informa-
tion, which can be stored in any of the above listed mecha-
nisms as appropriate or in additional mechanisms in the data
store 1110. The data store 1110 is operable, through logic
associated therewith, to receive instructions from the appli-
cation server 1108 and obtain, update or otherwise process
data in response thereto. In one example, a user might submit
a search request for a certain type of item. In this case, the data
store might access the user information to verify the identity
of the user, and can access the catalog detail information to
obtain information about items of that type. The information
then can be returned to the user, such as in a results listing on
a Web page that the user is able to view via a browser on the
user device 1102. Information for a particular item of interest
can be viewed in a dedicated page or window of the browser.

Each server typically will include an operating system that
provides executable program instructions for the general
administration and operation of that server, and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) storing
instructions that, when executed by a processor of the server,
allow the server to perform its intended functions. Suitable
implementations for the operating system and general func-
tionality of the servers are known or commercially available,
and are readily implemented by persons having ordinary skill
in the art, particularly in light of the disclosure herein.

The environment in one embodiment is a distributed com-
puting environment utilizing several computer systems and
components that are interconnected via communication links,
using one or more computer networks or direct connections.
However, it will be appreciated by those of ordinary skill in
the art that such a system could operate equally well in a
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system having fewer or a greater number of components than
are illustrated in FIG. 11. Thus, the depiction of the system
1100 in FIG. 11 should be taken as being illustrative in nature,
and not limiting to the scope of the disclosure.

The various embodiments further can be implemented in a
wide variety of operating environments, which in some cases
can include one or more user computers, computing devices
or processing devices which can be used to operate any of a
number of applications. User or client devices can include any
of'a number of general purpose personal computers, such as
desktop or laptop computers running a standard operating
system, as well as cellular, wireless and handheld devices
running mobile software and capable of supporting a number
of networking and messaging protocols. Such a system also
can include a number of workstations running any of'a variety
of commercially-available operating systems and other
known applications for purposes such as development and
database management. These devices also can include other
electronic devices, such as dummy terminals, thin-clients,
gaming systems and other devices capable of communicating
via a network.

Most embodiments utilize at least one network that would
be familiar to those skilled in the art for supporting commu-
nications using any of a variety of commercially-available
protocols, such as TCP/IP, OS], FTP, UPnP, NFS, CIFS and
AppleTalk. The network can be, for example, a local area
network, a wide-area network, a virtual private network, the
Internet, an intranet, an extranet, a public switched telephone
network, an infrared network, a wireless network and any
combination thereof.

In embodiments utilizing a Web server, the Web server can
run any of a variety of server or mid-tier applications, includ-
ing HTTP servers, FTP servers, CGI servers, data servers,
Java servers and business application servers. The server(s)
also may be capable of executing programs or scripts in
response requests from user devices, such as by executing one
or more Web applications that may be implemented as one or
more scripts or programs written in any programming lan-
guage, such as Java®, C, C# or C++, or any scripting lan-
guage, such as Perl, Python or TCL, as well as combinations
thereof. The server(s) may also include database servers,
including without limitation those commercially available
from Oracle®, Microsoft®, Sybase® and IBM®.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside in a variety of locations, such as on a storage
medium local to (and/or resident in) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the informa-
tion may reside in a storage-area network (“SAN”) familiar to
those skilled in the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device can include hardware ele-
ments that may be electrically coupled via a bus, the elements
including, for example, at least one central processing unit
(CPU), at least one input device (e.g., a mouse, keyboard,
controller, touch screen or keypad), and at least one output
device (e.g., a display device, printer or speaker). Such a
system may also include one or more storage devices, such as
disk drives, optical storage devices, and solid-state storage
devices such as random access memory (“RAM”) or read-
only memory (“ROM?”), as well as removable media devices,
memory cards, flash cards, etc.

Such devices also can include a computer-readable storage
media reader, a communications device (e.g., a modem, a
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network card (wireless or wired), an infrared communication
device, etc.) and working memory as described above. The
computer-readable storage media reader can be connected
with, or configured to receive, a computer-readable storage
medium, representing remote, local, fixed and/or removable
storage devices as well as storage media for temporarily
and/or more permanently containing, storing, transmitting
and retrieving computer-readable information. The system
and various devices also typically will include a number of
software applications, modules, services or other elements
located within at least one working memory device, including
an operating system and application programs, such as a
client application or Web browser. It should be appreciated
that alternate embodiments may have numerous variations
from that described above. For example, customized hard-
ware might also be used and/or particular elements might be
implemented in hardware, software (including portable soft-
ware, such as applets) or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

Storage media and computer readable media for containing
code, or portions of code, can include any appropriate media
known or used in the art, including storage media and com-
munication media, such as but not limited to volatile and
non-volatile, removable and non-removable media imple-
mented in any method or technology for storage and/or trans-
mission of information such as computer readable instruc-
tions, data structures, program modules or other data,
including RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disk (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices or
any other medium which can be used to store the desired
information and which can be accessed by the a system
device. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will appreciate
other ways and/or methods to implement the various embodi-
ments.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

Other variations are within the spirit of the present disclo-
sure. Thus, while the disclosed techniques are susceptible to
various modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings
and have been described above in detail. It should be under-
stood, however, that there is no intention to limit the invention
to the specific form or forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative construc-
tions and equivalents falling within the spirit and scope of the
invention, as defined in the appended claims.

The use of the terms “a” and “an” and “the” and similar
referents in the context of describing the disclosed embodi-
ments (especially in the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including,” and
“containing” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. The term “connected” is to be construed as partly or
wholly contained within, attached to, or joined together, even
if there is something intervening. Recitation of ranges of
values herein are merely intended to serve as a shorthand
method of referring individually to each separate value falling
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within the range, unless otherwise indicated herein, and each
separate value is incorporated into the specification as if it
were individually recited herein. All methods described
herein can be performed in any suitable order unless other-
wise indicated herein or otherwise clearly contradicted by
context. The use of any and all examples, or exemplary lan-
guage (e.g., “such as”) provided herein, is intended merely to
better illuminate embodiments of the invention and does not
pose a limitation on the scope of the invention unless other-
wise claimed. No language in the specification should be
construed as indicating any non-claimed element as essential
to the practice of the invention.
Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary skill
in the art upon reading the foregoing description. The inven-
tors expect skilled artisans to employ such variations as
appropriate, and the inventors intend for the invention to be
practiced otherwise than as specifically described herein.
Accordingly, this invention includes all modifications and
equivalents of the subject matter recited in the claims
appended hereto as permitted by applicable law. Moreover,
any combination of the above-described elements in all pos-
sible variations thereof is encompassed by the invention
unless otherwise indicated herein or otherwise clearly con-
tradicted by context.
All references, including publications, patent applications
and patents, cited herein are hereby incorporated by reference
to the same extent as if each reference were individually and
specifically indicated to be incorporated by reference and
were set forth in its entirety herein.
What is claimed is:
1. A computer-implemented method for data backup, com-
prising:
tracking using a list of writes, a set of changes to a volume
to synchronize with a remote storage system, the set of
changes reflecting an amount of data to upload to the
remote storage system, the list of writes stored on
another volume;
determining, by a computer system, a start time to begin
upload of the data identified by the set of changes before
a scheduled time of a snapshot of the volume, the start
time based at least in part on throughput to the remote
storage system over a network, the amount of the iden-
tified data to upload reflected in the set of changes, and
an amount of time remaining before the scheduled time;

forming a set of changes without collisions by removing
changes from the set of changes that are overwritten by
alater change before the scheduled time based at least in
part on the list of writes;

starting an upload from the volume of reduced data repre-

sented by the set of changes without collisions to the
remote storage system before the scheduled time and
after the start time, the reduced data determined based at
least in part on the list of writes and the start time;

in accordance with the scheduled time, closing the snap-

shot to new changes to the volume by determining the
last change to the volume from the set of changes to
complete the snapshot based at least in part on the list of
writes and by associating the new changes with another
snapshot of the volume in the list of writes; and

after the scheduled time, completing the snapshot by

uploading remaining reduced data that remains to be
sent as part of the snapshot from the volume to the
remote storage system based at least in part on the list of
writes.
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2. The computer-implemented method of claim 1, wherein
the remote storage system is object-based and the volume is
block-based storage, the method further comprising:

causing one or more contiguous blocks of the volume to be

stored as an object in the remote storage system, at least
aportion of the contiguous blocks identified in the set of
changes.

3. The computer-implemented method of claim 2, further
comprising:

uploading a new portion of a remote object identified in the

set of changes to cause the remote object to be mutated
to replace an old portion of the object with the new
portion.

4. The computer-implemented method of claim 2, further
comprising:

uploading a new portion of a remote object identified in the

set of changes to cause a new object to be formed, the
new object associated with metadata identifying that the
new object overwrites a portion of the old object.

5. The computer-implemented method of claim 1, further
comprising:

determining an order of upload of changes from the set of

changes based at least in part on a probability that a
change will be further modified.

6. The computer-implemented method of claim 1, wherein
closing the snapshot to new changes further comprises:

determining an entry in the list of writes that represents an

end of the snapshot.

7. The computer-implemented method of claim 6, further
comprising:

adding changes to the list of writes after the determined

entry for use with a next scheduled snapshot.
8. A computer-implemented method for data transfer, com-
prising:
tracking a set of changes to a volume since a prior backup
of data, the set of changes tracked in another volume;

determining, by a computer system, a start time to begin
sending data identified by the set of changes to storage
before a scheduled time of a backup of the volume, the
start time based at least in part on estimated throughput
of sending the identified data to the storage, an amount
ofiidentified data to send to the storage, and an amount of
time remaining before the scheduled time;

before the scheduled time and after the start time, sending

from the volume at least a subset of the identified data to
be stored as part of the backup, the subset determined
based at least in part on the tracking of the set of changes
and the start time;

at the scheduled time, closing the backup to new changes to

the volume by determining a last change in the set of
changes to make the backup complete; and

after the scheduled time, completing the backup by send-

ing, from the volume, remaining identified data that
remains to be sent as part of the backup to the storage.

9. The computer-implemented method of claim 8, wherein
the storage is a remote volume asynchronously replicating the
volume by receiving the data from the scheduled backup.

10. The computer-implemented method of claim 8, further
comprising:

identifying in each change entry a location within the vol-

ume and an amount of data changed; and

removing from the set of changes one or more collisions,

the collisions identified by one or more change entries as
earlier changes to the volume that are overwritten by a
later change as reflected by the one or more entries
affecting a same location.
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11. The computer-implemented method of claim 8 further
comprising determining a queue size based at least in part on
bandwidth to the storage and an estimated bandwidth savings
by delaying an upload of the identified data to reduce change
collisions between sent changes and unsent changes.

12. The computer-implemented method of claim 8, further
comprising:

wherein the storage is object-based storage and the volume

is block-based storage;

causing one or more contiguous blocks of the volume to be

stored as an object in the storage.

13. The computer-implemented method of claim 12, fur-
ther comprising:

causing a first object to be stored in the storage, the object

comprising data from a block of the volume;
modifying the block of the volume;

sending the modified block to the storage; and

causing a new object to be formed with the modified block

and metadata identifying the application of the new
object to the first object.

14. A computer system for performing backup, compris-
ing:

one or more computing resources having one or more

processors and memory including executable instruc-
tions that, when executed by the one or more processors,
cause the one or more processors to implement at least:
avolume configured to contain volume data that is asso-
ciated with a scheduled backup of the volume to a
remote storage system,
a network interface configured to connect the computer
system to the remote storage system;
a change monitor configured to identify modified data
by tracking a set of changes to the volume data since
a prior backup of data to the remote storage system,
the set of changes tracked in another volume; and
a backup system configured to:
determine a start time to begin sending modified data
represented by the set of changes from the volume
to the remote storage system as part of the sched-
uled backup,
send from the volume at least a subset of the modified
data over the network before the scheduled backup
to be stored as part of the scheduled backup,
close the scheduled backup to new changes to the
volume by determining a last change in the set of
changes that makes the scheduled backup com-
plete, and
complete the scheduled backup by sending from the
volume remaining modified data identified by the
set of changes that remain to be sent, wherein the
subset of the modified data is determined based at
least in part on the tracking of the set of changes and
the start time, and wherein the start time is based at
least in part on estimated throughput of the net-
work, an amount of changes to send over the net-
work to the remote storage system, and an amount
of time remaining before the scheduled backup.

15. The computer system of claim 14, further comprising
the remote storage system that restores the scheduled backup
onto a second volume using the modified data from the sched-
uled backup.

16. The computer system of claim 14, further comprising
the remote storage system that receives modified data from
the backup system over the network to form the scheduled
backup of the volume.

17. The computer system of claim 16, wherein the remote
storage system further comprises an object storage system;



US 9,170,891 B1

17

wherein the volume further comprises a block storage sys-

tem; and

wherein the backup system further comprises a block-to-

object translation system that combines one or more
contiguous blocks of the volume to form an object to be
stored in the remote storage system.

18. The computer system of claim 17, wherein the remote
storage system further comprises a mutation system that
receives an object identifier and a new portion of an object and
mutates the object by replacing an old portion of the object
with the new portion of the object.

19. The computer system of claim 14, wherein the change
monitor further comprises tracking storage having one or
more change entries, each change entry identifying a location
and a size of a change to the volume data.

20. The computer system of claim of claim 19, wherein the
volume, change monitor and backup system form part of a
computer system at a client location and the remote server is
located at a data center operated by a service provider.

21. One or more non-transitory computer-readable storage
media having collectively stored thereon executable instruc-
tions that, when executed by one or more processors of a
computer system, cause the computer system to at least:

track a set of changes to a volume since a prior backup of

data from the volume, the set of changes tracked in
another volume;

determine a start time to begin sending data identified by

the set of changes to storage as part of a scheduled
backup, the start time based at least in part on estimated
throughput of sending the identified data to the storage,
an amount of identified data to send to the storage, and
an amount of time remaining before the scheduled
backup;

before the scheduled backup:

send from the volume at least a subset of the identified
data to be stored as part of the scheduled backup to the
storage; and

send at least a portion of the subset of the identified data
to a remote data store associated with the storage to
prepare the remote data store for synchronization with
the scheduled backup, the portion of the subset deter-
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mined based at least in part on tracking the set of
changes and the start time;
at a time that is based at least in part on the time of the
scheduled backup, close the scheduled backup to new
changes to the volume by determining a last change in
the set of changes to make the backup complete;

complete the scheduled backup by sending from the vol-
ume remaining identified data that remains to be sent to
the storage; and

complete the synchronization of the scheduled backup to

the remote data store by sending remaining data from the
scheduled backup to the remote data store.

22. The computer-readable storage media of claim 21,
wherein the instructions further comprise instructions that,
when executed, cause the computer system to at least:

retransmit the data set to storage to the remote data store.

23. The computer-readable storage media of claim 22,
wherein the instructions further comprise instructions that,
when executed, cause the computer system to at least:

pre-load the remote data store with a backup prior to the

scheduled backup.
24. The computer-readable storage media of claim 21,
wherein the computer system is a storage gateway installed
within a customer data center and wherein the storage is a
storage service remote from the customer data center and
provided by a service provider.
25. The computer-implemented method of claim 1,
wherein starting the upload comprises:
determining an order of the upload of the reduced data
based at least in part on a probability of changes before
the scheduled time to the reduced data, the order further
indicative of a subset of the reduced data to be uploaded
after the start time and before the scheduled time; and

uploading the subset of the reduced data after the start time
and before the scheduled time based at least in part on
the order.

26. The computer-implemented method of claim 1,
wherein the start time is determined based at least in part on
a comparison of the amount of time remaining to a time
computed using the throughput and the amount of identified
data adjusted by a delay parameter.
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